Microsoft Authenticator app
1. Download the Microsoft Authenticator app from the App Store (Apple devices) or the Play Store
(Android devices).

Downloading the app first will make later steps easier. Please use this links provided in this guide (or
on www.triton.edu/mfa) to ensure you are downloading the correct app.

Download on the CETITON
.

& App Store

If you do search for the app in the App or Play store, VERIFY YOU HAVE THE CORRECT APP! If
you are asked to pay for the app or a subscription, it is not the correct app!

Google Play
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2. Go to your Triton College email account. outlook office365.com/triton.edu

3. Click into the username field, enter your email address, and click "Next". Enter your password and
click "Sign in".

4. You will receive a notification that Triton College (your organization) needs more information to
keep your account secure. Click "Next" to be taken to the Multi-Factor Authentication setup process.

E Triton College

@triton.edu

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more


https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
http://www.triton.edu/mfa
https://outlook.office365.com/triton.edu
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_US&gl=US
https://apps.apple.com/us/app/microsoft-authenticator/id983156458

Microsoft Authenticator app

5. You will be shown the "Additional security verification" page. This is where you will configure your
Multi-Factor Authentication app settings. Make sure "Mobile app" is selected in the dropdown menu.

ecure your account by adding phone venhication to your password. View video to know how 16 secure your account

Step 1: How should we contact you?

Mobile app v

H d want to u he mobile app?
@) cewve notifications f fication
O Use ation code

To use these verification methods, you must set up the Microsoft Authenticator app
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6. Click "Receive natifications for verification" OR "Use verification code", depending on your
preference, then click "Setup".

Step 1: How should we contact you?
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To use these venfication methods, you m

Set up Mease configure the mobile app

35t set up the Microsoft Authenticater app
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7. You will receive a popup with instructions to download and set up the Microsoft Authenticator
mobile app. You will need to download and open the app before you can scan the QR code.

8. Open the Microsoft Authenticator app on your phone. If this is the first time opening the app, you
will be shown their privacy statement and must tap "l agree" to continue.

Microsoft respects your privacy

We collect required diagnostics to keep the
app secured and updated. This does not
nclude your name or any sensitive data

You can also opt in anytime from app
,ettings 1o share usage data that will help us
improve Authenticator

| agree

Privacy stalgment

9. Tap "Add work or school account”. DO NOT try to sign in!! Signing in will cause an authentication
loop.

Peace of mind for your digital life

Secure your accounts with multi-factor
authentication.

I Sign In with Microsoft

m Add work or school account

E]';_: Scan a QR code

QR code will be shared by your account provide
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Restore fram backup
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10. Your app may ask for permission to access the camera to take a photo or record video. If you
grant permission, you will be taken to the QR code scanner. If you deny permission, you must enter
the code and URL given in the "Configure mobile app" prompt manually.

11. You can either enter the code and URL provided, or scan the QR code within the Microsoft
Authenticator app.

§ 7| « OR
mTL v

vou are unable to > image, enter the following information in your app
r https://mobileappcommunicator.auth microsoft. com/activate/3 W0/WUS

the app displays a six-digit code, choose “Next

12. If the Microsoft Authenticator app shows a 6-digit code, click "Next". You may need to tap on your
account in Microsoft Authenticator app to show the code.
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13. You will be taken back to the initial "Additional security verification" page. Notice that the "Set up"
button is now greyed out. Click "Next".

t Triton College

Additional security verification
Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 1: How should we contact you?
Mobile app V.
How do you want to use the mobile app?
@ Receive notifications for verification
©  Use verification code
To use these verification methods, you must set up the Microsoft Authenticator app.

Set up Mobile app has been configured for notifications and verification codes

14. You should receive a notification on your phone asking to approve or deny a sign-in. Tap
"APPROVE". You may be asked to confirm the sign in on your phone by providing your phone
passcode, pattern, or biometric info. The passcode should be the same passcode you use to
unlock your phone. Once your login is approved, click Next in your email.

Microsoft Authenticator X
Let's try it out
\/
Approve the notification we're sending to your app.
Microsoft Authenticator X
MNotification approved i -in?
w pprove sign-in~
Triton College
atriton.edu
DENY APPROVE

**You should only approve sign ins when you are actively trying to sign into your account. If you
receive a notification to approve a sign in and you HAVE NOT recently tried to sign-in to your Triton
account, always DENY the sign-in.**
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15. You will be taken back to your email login screen. Click "Yes" or "No" to stay signed in, depending
on your preference.
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Stay signed in?

t0 reduce the number of times you are asked
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16. You have now set up Multi-Factor Authentication for your Triton College email account!

You will not be asked to authenticate every time you log in; only when you log in on a new device or
browser, or every 30 days.



